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North Dakota Stae Boardof HigherEducation
August 16,2023, Audit Committe Meeting Minutes

The State Board of Higher Education Audit CommitteeAugust 18 at 11:30 a.m. CT., via Teams
ChairVolkcalled the meeting to order at 130 a.m. CT.

Audit Committee Members Participating:
Mr.



Mihalick,RyanandVolkvoted yes.

3. Executive Sessiof11:35 a.m. CT)
Mihalick nove, Ryan seconded} v3 G /& un3]A " ee]}v 8§} }ve] E ~ie §Z "5 §
operational audit reports foNorth Dakota University System Offiddinot State UniversityDakota
College of Bottinau, andBismarck State Collegier fiscal years 20Rand 202, (2) any response from
the institutions/entities to the draft report and associated recommendations. The executive session
shall be limited to members of the Committee, the Chancellor and staff, Board counsel, representatives
of the State Auditor's office, and invited campus offiia

The legal authority for closing thiart of the meeting ishe NorthDakota Century Codsections.
44-04-19.2 and 5410-26.

Mihalick, Ryan, and Volk voted yes.

Present Durig Executive Session:

Audit Committee Members Participating:
Mr. Jeffrey VolKChair)
Mr. Tim Mihalick
Dr. Casey Ryan

NDUS/Other Staff Participating:
Chancellor Hagerott
Ms. Terry Meyer
Ms. Kristie Hetzler
Ms. Dina Cashman
Mr. David Krebsbach
Ms. Robin Putnam
Mr. Darin KingCTS
Ms. Meredith Larson, Legal Counsel



Ryan moved, Mihalick seconddd,adjournexecutive sessioat 12:15 pm. CTthe committee reconvened in
the open meeting, no actioneeded

4. Quarterly Report
Mr. David Krebsbagprovided the committee with a quarterly management repdtte committee had
no concerns.

5. Quarterly (Q4 FY23) Audit Plan Progress Update
Ms. Dina Cashmaprovided thecommittee withan update on theQuarterly (Q4 FY23) Audit Plan
Progressthe committee had no concerns.

6. Quarterly (Q4 FY23) Continuous Review Update
Mr. DustinWalcker provided thecommittee withan update orQuarterly (Q4 FY23) Continuous Review
the committee had no concerns.

7. SBHE 306.2, Internal Audit Charter (Part B, NDUS, UND)
Committee Chair Volk requested SBHE Policy 306.2 (pdré B)oved to the September SBHE Audit
Committee meeting. He stated that more time is needed to review andhvetigh various
stakeholdersthe committee members agree®resident Armacosv}s §Z § Z ] Z}o JvP }v hE
internal auditor vacancy until the committexctson part B of Policy 306.2

8. NDUS Internal audit update
Ms. Dina Cashmanformed the committee that the NDUSO Internal Auditor posii®atillvacant and
will bere-advertised

Committee Chai¥olkadjourned the meetingit 12:40p.m. CT.
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Audit Recommendation Tracking as of
6/30/2023 Management Update

Overview

The NDUS system; eleven campuses, the System Office, and Core Technology Services
(CTS), are subject to audit by the North Dakota State Auditor’s Office as well as NDUS, UND
and NDSU Internal Audit. Audits can be financial, operational or performance. The System
Office works with the campuses on the tracking, update, and follow-up of the audit
recommendations.

Summary
There were three new issues added last quarte



| Auditing
2023



IssuelD IssueName

CashReceiptsThe
depositreceipts
(Peoplesofiextract
reports)were not
reconciledto the
sourcecashreceipt
documents.Theywere
not reconciledto the
prenumberedreceipt
booksor the electronic
receiptbook (maillog).

01290005

ImproperCompletion

01270001 of | @ forms

Complete Status Region Auditor

%

beenchanged

RecommendatiorasProvided
in Audit Report: Tohelpensure
that all moniesreceivedare
deposited,the depositreceipts

ensurethat all
kreceivedare
UNDIA Energy bd the deposit

UND & Environmental PriorNot

100 Closed UND 11/17/2022 Medium 11/17/2022  shouldbe reconciledto both
Internal ResearclCenter Implemented . edto both the
N the prenumberedreceiptbooks
Audit . - beredreceipt
andthe electronicreceiptbook .
. . . dthe electronic
(maillog). Thiswasa prior ook (maillog)
auditrecommendation. 9)-
d
¢ ant
WSCFollowtJp Upl |t S —— . eda
q new HRDirectorto start
managersensureall in late
100 Closed WSC NDUS newh|res,asthef|rst
Internal actionof employment

the PSHRMS ontheir first day of
systemmatchesthe employment,complete
informationon the completedI r the 19 processWSCHR
9 form. Directorwill monitor for
complianceon a
quarterlybasis.

4/11/2023

5/22/2023



% Typeof Date of Last
IssuelD IssueName Complete| Statug Regionn Audito Audilame AuditDate Finding | Agq LasEommentEntered Comment
Thisitemsis 80%complete.Allitems havebeencompletedexceptfor:
Safeczzr&;ffﬁfgl\:ﬁdm DUS NDUSCTSnternal ransitionand conflgurf;:::lr:;gs:ge:ﬁjcMountsio be protectedand|
011760001 9 ‘N9 g0 | open| cTS AuditPeoplesoft | 07/08/2022 | HighRisk| 357 ag y : . 6/29/2023
Peoplesofigeneric Internal GenericAccountsAudit Somecampusehavetransitionedbut not all. Progresss beingmade
accounts with the hopeto havethis completedin July2023.
SystemiWide Transfer
. of NDUSCoursework TheProvosthasmadeprogresswith hisconversationsA final review
NDSUnconsistency NDUS . . . . ) ; ; . .
01260025 o 50 Open| NDSU Audit NDUSnternal 10/19/2022 LowRisk | 258 from the curriculumcommitteeswill occurin the fall with the intention of| 6/30/2023
AmongNDUSnstitutions Internal . . . .
Audit Report,August implementingthe decisionon Januarylst, 2024.
19,2022
NDSUThecustodyof
cashand separationof
dutiesafter the closingof
adayarenot within best
practices.Theunlocked NDSUANDSWeat . . .
01400001 | bankbagsarebeing open| NDsU NPSY | appettycashcaston| 06/30/2023 | Lowrisk| 7| Thedepartmentismeetingto evaluatetheir processeso ensurethe | g a0,

) . Internal ; custodyof cashis secure.

deliveredto adifferent HandAudit
buildingandputin
unlocked,opencubby
stylemailboxesn Ag
Budget.




% Typeof Date of Last
IssuelD IssueName Complete| Statug Regionn Audito Audilame AuditDate Finding | Agq Las€ommentEntered Comment
b,::?lsnL:aEzjee?r?zéiﬁjgztce NDSU NDSUANDSMeat Thedepartmentis meetingto discussand updatetheir procedureso
01400002 gmadein ac 25  Open NDSU LabPettyCashCaston ~ 06/30/2023  LowRisk 7 P 9 andup P 6/30/2023
with the timelinesof Internal HandAudit ensuredepositsare madein atimely manner.
NDSUWPolicy501and 503
00966022 NDUSQ@Jniversal % Open NDUSO NDUS NDUSSYSTEWVIDE 06/30/2021 LowRisk 732 NDSUNDUSO

immunizationform

Internal

IMMUNIZATIOMUDIT









% Typeof Date of Last
IssuelD IssueName Complete| Statug Regionn Audito Audilame AuditDate Finding | Agq LasEommentEntered Comment

WSQtackof institutional SystemiWide Criminal WShasbeencompletingbackgroundthecksof volunteersasof

policyor procedure NDUS Historyand FBI Moderate September2022and an updateto WSQorocedureis beingworkedon. A

01230004 regardingcriminal 50 Open WSC Internal BackgroundCheck 10/06/2022 Risk 269 new HRDirectorhasbeenhired andwill be startingin late July2023.The 6/30/2023
backgroundchecksor FollowtJp Audit, August new HRDirectorwill be taskedwith developinga trackingmechanismand
volunteers 23,2022 ensuringthat backgroundcchecksare completed.
SystemiWide Transfer
. of NDUSCoursework
WSQnconsistency NDUS .
01260028 AmongNDUSInstitutions 50 Open WSC Internal Audit NDUSnternal

Audit



North Dakota UniVerSity System Approving Entity: SBHE Audit Committee
Status of FY23 NDUS Internal Audit Plan



]

NDUS IA UNI NDSU

Fiscal 2023 Audit Plan Progress NOYS- Completion UND  Completion. NDSU. Completion  SYSrer
A % % % 1A Total
Audits or Originally Planned 5 8 2 15
Assessments Added durina the Year 0 0 1 1
Total 5 8 3 16
Current Status:
Completed 4 8 2 14
In Progress 0 0 0 0
Still Planned 0 0 0 0
Deferred 1 0 1 2
Cancelled 0 0 0 0
Total 5 100% 8 100% 3 100% 16
Follow-up Audits Originally Planned 12 6 1 19
or Reviews Added durina the Year 0 4 0 4
Total 12 10 1 23
Current Status:
Completed 12 10 1 23
In Progress 0 0 0 0
Still Planned 0 0 0 0
Deferred 0 0 0 0
Cancelled 0 0 0 0
Total 12 100% 10 100% 1 100% 23
Other v ,2 Originally Planned 1 2 32 35
(shared service, Added during the Year 1 0 0 1
external assist, Total 2 2 32 36
ad hoc reviews, Current Status:
investigations, Completed 2 2 17 21
analysis, other) In Progress 0 0 0 0
Still Planned 0 0 0 0
Deferred 0 0 13 13
Cancelled 0 0 2
Total 2 100% 2 100% 32 100% 36

IMPORTANT: _ NDUS Internal Audit plans for FY23 are based on known circumstances and certain
areas requiring routine audit coverage. Portions of the plan are unannounced and unplanned to allow internal audit
flexibility to respond to events that transpire, and to add, delay or eliminate audits throughout the year.






NORTH DAKOTA
STATE BOARD OF HIGHER EDUCATION
Policy Manual

Policy: 306.2 Internal Audit Charter
Effective: May-30,-2019

North Dakota University System Internal Audit Charter.



b. The Institute of Internal Auditors' Practi Advisories, Practice Guides, and Position
Papers will also be adhered to as applicablguide operations. In addition, the internal
audit activity will adhere to relevant Boardlig@es and procedures and the internal audit
activity's standard operating procedures manual.

3. OrganizatiorRAUFHORHY
e—The internal audit activity of NDUS witlonsist of the NDUS chief audit executive
(CAE) and any internal audit staff orrultants hired by the system office.
a'_

&—The NDUS Internal Audit CAE will reporuhctionally to the Audit Committee and
administratively (i.e. day to day operations) to the NDUS Chancellor.

b'_
c. NDSU and UND directly employ their ownternal audit staff. The NDSU and UND
internal auditors follow the North Dakoliastitutions’ internal audit charter.

4—Authority:
4. The internal audit activity, with strict account



Review-and-approve the internal audit charter.




——If the CAE is assigned duties or responsibilities that fall outside of this Charter,
safeguards will be established to avoid potential impairment to independence or
objectivity.

Formatted: List Paragraph, Numbered + Level: 2 +
Numbering Style: a, b, c, ... + Start at: 1 + Alignment: Left +
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i. Disclose any actual or apparent impairment of independence or objectivity to

the appropriate party.

ii.  Exhibit professional objectivity in gaghing, evaluating, and communicating
information about the activity or process being examined.

iii. Make balanced assessments of all available and relevant facts and
circumstances.

iv. Take necessary precautions to avoid being unduly influenced by personal

interests or by others in forming judgments.

f. The CAE shall disclose to the Audit Comradtany interference and related implicati
in determining the scope of internal &irdy, performing work, and/or communicating
results.

b.gThe CAE will confirm to the Board, at ldaennually, the organizianal independence of\\

the internal audit activity.

6. Scope of Internal Audit Authority RESPONSIBHITY

- - {Formatted: Indent: Left: 1.25", No bullets or numbering
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a. Assurance ServiceThe scope of internal auditing encompasses, but is not limited tQ,,the( Formatted: Underline

examination and evaluatiarf evidence for the purpose of providing independent

\‘[ Formatted: Font: (Default) Times New Roman

assessments to the SBHE and manaqement aﬂeheacy and eﬂeaiveness Of Formatted: List Paragraph, Numbered + Level: 2 +
the orgamzaﬂon S governance I‘ISk managemenummalcontro processes or Numbering Style: a, b, c, ... + Start at: 1 + Alignment: Left +
NDUS: aua ities to Aligned at: 0.5" + Indent at: 0.75"

aeMev&tk@ergan&aﬂen—s—sta%ed—geal&and—eb}eeff\!Bs mcludesevaluatlng Whether
i Evaluatingrisk expesuraelating to achievement of the organization’s
strategic objectiveare appropriately identified and managed.
ii. -Whether the actions of SBHE and NDUfficers, directors, employees, and
contractors are in compliance with 8B policies, NDUS procedures, and
applicable laws, regulations, and governance standards;

+ Level: 3 + Numbering Style: i, ii, iii, ... + Startat: 1 +

< — — 7| Formatted: Indent: Left: 1.13", Hanging: 0.25", Numbered
Alignment: Right + Aligned at: 1.38" + Indent at: 1.5"

iii.  Whether the results of operations or peogs are consistent with established

goals and objectives;
iv. The adequacy and effectivenesshaf organization's governance, risk
management, and internal controls, as well as the quality of performance

in



carrying out assigned responsibilitiesaithieve the organization’s stated goals

and objectives.
v. Whether operations or programs are being carried out effectively and

efficiently.
vi. The processes and systems that enadoigpliance with policies, procedures,
laws, and regulations;

vii. Whether information and the means usediiémtify, measure, analyze, classify,
and report such information are reliable and have integrity.
kviii.  Whether resources and assets are acquired economically, used efficiently, and

protected adequately.

b. The CAE shall report periodically togfNDUS Chancellor and the Audit Committee - { Formatted: _Not Highlight

regarding:
i.  NDUS Internal Audit's purpos&uthority, and responsibility;
ii. NDUS Internal Audit's audit plan and performance relative to the audit plan;
iii. NDUS Internal Audit’'s conformance with The Institute of Internal Audit’'s Code
of Ethics and Standards, and antplans to address any significant
conformance issues.
iv.  Significant risk exposures and contiggues, including fraud risks, governance
issues, and other matters requiring therdion of, or requested by, the SBHE.
v. Results of audit engagements or other activities;
vi.  Resource requirements; or
kvil.  Any response to risk by management that may be high risk.

c. The CAE shall coordinate the activities of and may rely on the work of other internal and
external assurance and coltisig service providers as engaged on consultation with the
SBHE.

d. The NDUS Internal Audit may identify opganities to improve the efficiency of
governance, risk management, and control processgdbe-identifiedluring audit
engagements. To the extent appropriate, such opportunities shall be communicated to the
appropriate level of management.

e. Consulting Services: NDUS Internal Audit piges consulting services in an advisory - { Formatted: Underline

capacity, and are generally performed at the specific request of the Chancellor or NDUS
institutional chief executive officers. The negwand scope of the consulting engagement
are subject to agreement with management. Consulting may range from formal
engagements with defined scopes and objectives to advisory activities such as providing
informal guidance in response to generglinies. When performing consulting services

the internal auditor should maintain objectivity and not assume management

responsibility.




he-existence

7. Responsibilit

a. The NDUS internal audit staff is responsible for conducting system-wide audits audits, -{ Formatted: _Not Highiight

including the NDUS system office and NDUS Core Technology Services (CTS). It will
also conduct internal audits and consulting services for institutions that do not directly
employ internal audit staff. The two reseaiastitutions, UND and NDSU, shall directly
employitstheirown internal audit staffThose auditors shall have primary responsibility
for conducting audit activities on their employing campus.
b. The CAE has the responsibility to:
i.  Submit, at least annually, to the Chanceltord the Audit Committee a risk-
based internal audit plan for review and approval;
ii. Communicate to the Chancellor and Audit Committee the impact of resource
limitations on the internal audit plan;




iii. Review and adjust the internal audit plan, in consultation with the Audit
Committee as necessary, in response to changes in NDUS's business, risks,
operations, programs, systems, and controls;




plan for the year. Any signifant deviation from the approved internal audit plan will be
communicated to the Chancellor, institutional chief executive officers, the Board, and
Audit Committee through periodic activity reports.

he- CAE will
neellor,

The internal audit plan will be developed based on



8. Quality Assurance and Improvement program-QUALITFY-ASSURANCE-AND
]

a. TheNDUS internal audit activity will maintain a quality assurance and improvement
program that covers all aspects of the inteenalit activity. The program will include an
evaluation of the internal audit activity’smformance with the Definition of Internal
Auditing and the Standards and an evaluation of whether internal auditors apply the Code
of Ethics. The program also assesses the efficiency and effectiveness of the internal audit
activity and identifies opportunities for improvement.

b. The CAE will communicate to the Chancellostitutional chief executive officerdie
Beoard—andAudit Committeeand the Boardn the internal audit activity’s quality
assurance and improvement program, including results of ongoing internal assessments




——Approve the internal audit charter;

Receive copies of the Presidenéipproved internal audit plans;

Receive institutions’ internal audit reports and follow-up reports;

iv.

Make appropriate inquiries of managemant the Directors of Internal Audit

to determine whether there are inappropriate scope or resource limitations;

anthe—Ne#%Daketa—msmuﬁ%s—Hﬂsﬂwﬂens%mte#mLaHmaﬂq%eﬂms an

gred to add
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vi.  Evaluating operations or programs teersain whether results are consistent
with established objectives and goaisl whether the operations or programs
are being carried out as planned;

vii.  Follow-up, as needed, on the implementation of planned corrective action by
auditees on issued internal audit recommendations;
Viii. Monitoring and evaluating governance processes;

ix. Monitoring and evaluating the effectiveness of the organization's risk
management processes;

x.  Performing consulting and advisory services related to governance, risk
management and internal control as appropriate for the organization;

xi.  Reporting periodically to the Institutig’ chief executive officers on the
internal audit activity’s purpose, dugirity, responsibility, and performance
relative to its plan;

xii.  Reporting significant risk exposures azwhtrol issues, including fraud risks,
governance issues, and other matters needed or requested by the institutions’
chief executive officers; and

Xiii. Evaluating specific operations at the request of the institutions’ chief executive
officers, as appropriate.

8. Internal audit plan:

a. At least annually, the internal auditors fbe institutions will prepare their campus
internal audit plans for approval by theistitution’s president, who will provide
informational copies to the Audit Committeeddh The institutions’ internal audit plan
will be developed based on a prioritization of the audit universe using a risk-based
methodology, including input of the institon’s president and senior management. The
Institution’s Directors of Internal Audit will

11



should include a timetable for anticipated completion of action to be taken and an
explanation for any corrective action that will not be implemented

d. Theiinstitutions’ internal auditors will be responsible for appropriate follow-up on
engagement findings and recommendations. ¥otdow-up reports will be provided to
the CAE and Audit Committee. All significantflings will remain in an open issues file

12
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Review and approve the internal audit charter.

13



The scope of the Institutions’ internal auditing en
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